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What is Financial Exploitation?( “FE”)?
• 9% of financial abuse victims must turn to Medicaid after
their own funds are stolen.
• The unlawful or improper use of someone’s funds or
resources
• FE is a multi-billion dollar industry costing seniors as much
as $36 billion each year
• Only 1 in 44 incidents of financial abuse are reported to the
authorities

Key Statistics
• 90% by a known family member
• An older adult who loses as little
as $20/year to exploitation is
expected to lose an additional
$2,000/year to other types of
fraud.
• 1 in 5 individuals in the U.S. is
aged 60+.
• 1 in 20 older persons indicate
recent financial mistreatment.
• Answering one telemarketing
phone call per day can result in
three times as much financial loss.
• Coronavirus increased
opportunity for scammers

Conditions that Increase
Risk
• Decreased physical health and mobility
• Confusion, forgetfulness; decline in capacity
• Social Isolation OR social butterfly
• Increased dependency on caregivers
• Poor family relationships; history of mental health
problems, drug abuse, gambling

Why are seniors targeted?
•
•
•
•
•
•
•
•
•
•
•

Fixed retirement income
Equity in their home
Quick access to retirement savings
Loss of spouse
Effects of medications
Depression
Have regular income and accumulated
assets
Be trusting and polite
Be receiving care from a person with
financial or other issues
Fear retaliation by the exploiter
Be unfamiliar with managing financial
matters

• Be lonely and socially isolated
• Be vulnerable due to grief from a loss
• Be reluctant to report exploitation by a family
member, caregiver, or someone they depend
on
• Be dependent on support from a family
member or caregiver to remain independent
• Be cognitively impaired with diminished ability
to make financial decisions or detect a fraud
or scam
• Be dependent on a family member or another
person who may pressure them for money
• Not have planned for the potential loss of
decision-making capacity

The Usual Suspects: Who are
the likely Perpetrators?
• Strangers preying on older people who may be
isolated, lonely, confused, or desperate for attention.
• Family members to whom the person wants to stay
connected.
• Caregivers (family and other) who use fear or guilt to
take advantage of a senior

Who are the Abusers?
People you know
• Family members and
caregivers
• Friends, neighbors or
acquaintances
• Agents under a power of
attorney
• Financial advisors
• Other professionals

Strangers
• Telephone and mail
scammers
• Internet scammers
• Home repair
contractors
• Medicare scam
operators
• Romance scammers
• Others

Tips for avoiding Health
Insurance Fraud
• Never sign blank insurance claim forms.
• Never give blanket authorization to a medical provider to bill for services rendered.
• Ask your medical providers what they will charge and what you will be expected to
pay out-of-pocket.
• Carefully review your insurer's explanation of the benefits statement. Call your insurer
and provider if you have questions.
• Do not do business with door-to-door or telephone salespeople who tell you that
services of medical equipment are free.
• Give your insurance/Medicare identification only to those who provide you with
medical services.
• Keep accurate records of all health care appointments.
• Know if your physician ordered equipment for you

Avoiding Medicare Scams
• Misuse of Medicare dollars is one of the largest scams involving
seniors. Common schemes include billing for services never delivered
and selling unneeded devices or services to beneficiaries.
• To prevent Medicare scams:
• Protect your Medicare number as you do your credit card
numbers and do not allow anyone else to use it.
• Be wary of salespeople trying to sell you something they claim
will be paid for by Medicare.
• Review your Medicare statements to be sure you have in fact
received the services billed.
• Report suspicious activities to 1-800-MEDICARE.
• Contact your local Senior Medicare Patrol program
www.smpresource.org

Avoid
Telemarketing
Scams

• Don't buy from an unfamiliar company.
• Always ask for and wait until you receive written material
about any offer or charity.
• Obtain a salesperson's name, business identity, telephone
number, street address, mailing address, and business
license number before you transact business.
• Always take your time in making a decision.
• If you have information about a fraud, report it to state,
local, or federal law enforcement agencies.

Avoid Home Repair/Contractor Fraud
• Be an informed consumer. Take the time to call and shop around before
making a purchase. Take a friend with you who may offer some perspective
to help you make difficult decisions.

• Get the contractors state license information and number
• Carefully read all contracts and purchasing agreements before signing and
make certain that all of your requirements have been put in writing.
• Make sure you understand all contract cancellation and refund terms.
• As a general rule governing all of your interactions as a consumer, do not
allow yourself to be pressured into making purchases, signing contracts, or
committing funds. These decisions are yours and yours alone.

Winning Sweepstakes/Lottery
• Sweepstakes are the most common form of
fraud according to the FTC
• Seniors lose about $35 million annually in
prizes or sweepstakes
• It is against federal law to play a foreign
lottery on the telephone or through the
mail

• Legitimate lotteries do not notify winners
by phone, mail or e-mail
• Legitimate lotteries do not charge fess or
upfront charges and do not collect credit
card information

Sweetheart
Scams

• You meet someone online, fall in
love before you ever meet in
person (though the relationship
could lead to meeting in-person),
and they start to ask for money to
help solve debt problems. This is
especially bad for those who could
be isolated from other family
members looking for
companionship, and it also takes
aim at those who may have
recently lost a spouse and are in
need of personal contact.

Grandparent Scam
• Grandchild” tells the victim that he or she
desperately needs him to wire money
• “Grandchild” begs victim not to tell his parents or any
family members about it
• "Grandchild" may ask for money to pay for car
trouble, bail money, overdue rent, tuition or other
"emergency" expenses
• Imposter doctor informs grandparent that grandchild
has been in a horrible accident and requests that
money be wired immediately
• Imposter law enforcement agent tells grandparent
that grandchild has been arrested and requests that
money be wired immediately

”Free” Vacation
• The bogus prize vacation
• The “dream priced” rental
• Phony “experiences”
• Travel Club membership
“with a catch”

Scammers
never go
on
vacation!!

• Upfront Fee: Whether it’s a vacation rental, a tourist
experience or a sweepstakes prize, you should not have to
pay more than a small deposit before your arrival. If you’re
asked to pay steep upfront fees or even the full amount
before your vacation, run the other way and don’t look back.
• Specific payment methods. If you’re asked to pay via wire
transfer only, you can be sure you’re looking at a scam.
According to the FTC, a demand for payment by wire transfer
is the surest sign of a scam.
• Skimpy details and absent reviews. When booking any kind
of vacation, do your research. If your contact refuses to
provide you with anything more than the most basic of
details and you can’t find much info online, you’re likely
looking at a bogus vacation.
• Prices that are too good to be true. Trust your instincts. If a
vacation rental, experience or package is priced ridiculously
low, do some digging. Google the travel company or the
renter’s name with the words “scam” or “bogus” to see what
results come up.
• Pressure tactics. If you’re urged to sign on a vacation package
quickly or risk losing out on the deal, opt-out. Scams succeed
with speed.

Employment Scams
• Some older adults may not want to stop
working as they age. The baby boomer
generation is looking for work past the
retirement age for health insurance,
retirement funds, and extra income purposes.
Scammers take advantage of this by offering
job listings that aren’t real. They use it for you
to submit an application with your social
security number and other personal
information.

Amazon Scam
 Scammers call and say they are an
Amazon employee and they want to
verify a suspicious purchase that
you did not make
 They offer to transfer you so you can
file a report with the state police
and the treasury department- all
you have to do is provide some
personal data and banking
information and they will take care
of the rest.

Your Real
Friends
May be
Phony on
Facebook

• You may receive a note from someone over
Facebook Messenger, but really it’s a scammer who
has hacked into your friend’s account.
• The note might contain a link to a legitimate looking
site that asks you to log in safely from the United
Nations officials or doctors from the CDC.
•
It is fake and if you type in your personal
information the scammer has it or if you download a
file it could unleash ransomware that locks your
computer’s files.
• You do not have to delete Facebook or unplug our
computer- block the person contacting you and call
your friend to tell them their account has been
compromised.
This Photo by Unknown Author is
licsed under CC BY

Facebook Quiz
• Give us your birthdate and we will tell you what color your
rainbow is
• How many celebrities can you identify?
• These are all schemes to get your personal information- the more
information they can get from you the easier it is to hack your
accounts.
• Just because Facebook said your “friends” did the survey/quiz
does not mean you should- it may not be true.

Coronavirus
Scams

• Over $13.4 Million dollars
lost
• 18 million phishing scams
• 40,000 domain names
using “coronavirus”

Coronavirus Scams
• Miracle Cures - be aware of false claims – talk to your doctor, check the CDC
website
• Be aware of home test kit offers
• Fake Contact Tracing
• Fake COVID-19 testing sites – take your personal information, which can be
used for identity theft – check with your doctor, Department of Health or
local police for valid testing sites
• Scammers target loved ones of Covid-19 victims
• Do not post a picture of your vaccination card, scammers can use the
information from the card and your post to gather personal information for
identity theft

Common Ways to
steal identity
• “Shoulder surfing”
• Someone looking over your shoulder as you fill out forms or
use your PIN at an ATM or listening to you give your credit card
number over the phone.
• “Dumpster diving”
• Someone going through garbage for copies of your checks and
credit card or bank statements or for preapproved credit cards
mailings in order to activate the cards.
• Phishing scams
• Emails that appear to be from a legitimate company or
institution (like the IRS), asking you to “update” or “verify”
your personal information.

How Can I Protect My
Family Members from
Scams?
•
•
•
•
•
•
•
•
•

Frequent check-ins with family members
Bank accounts – look for unusual activity
Emails and texts – unknown senders
Do you have access to financial and other information?
Unusual recent changes in a person’s accounts, including atypical withdrawals, new
person(s) added, or sudden use of senior’s ATM or credit card.
Person suddenly appears confused, unkempt, and afraid.
Utility, rent, mortgage, medical, or other essential bills are unpaid despite adequate
income.
Caregiver will not allow others access to the senior.
Piled up sweepstakes mailings, magazine subscriptions, or “free gifts,” which means
they may be on “sucker lists.”

How can
you
protect
yourself?

•
•
•
•

Invest in—and use—a paper shredder.
Monitor your bank and credit card statements.
Stamp out identity theft with a ID Guard Stamp
Do not fall for phishing scams.
• When in doubt, call the institution the email claims to
come from or research the potential scam online.

• Beware of telephone scams.
• Never give out personal information over the phone to
someone who initiates the contact with you.

• Be careful with your mail.
• Do not let incoming mail sit in your mailbox for a
long time. When sending out sensitive mail,
consider dropping it off at a secure collection box
or directly at the post office.

How to protect yourself
• Be aware that you’re at risk
from strangers—and from
those closest to you .
• Do not isolate yourself—stay
involved!
• Always tell solicitors: “I never
buy from (or give to) anyone
who calls or visits me
unannounced. Send me
something in writing.”
• Shred all receipts with your
credit card number.

• Sign up for the “Do Not Call” list (1888-382-1222) and take yourself off
multiple mailing lists.
• Use direct deposit for benefit checks.
• Never give your credit card, banking,
Social Security, Medicare, or other
personal information over the phone
unless you initiated the call.
• Be skeptical of all unsolicited offers

Steps for fraud
victims
• Don’t be afraid or embarrassed to talk about it—waiting could
only make it worse.
• Immediately:
• Call your bank and/or credit card company.
• Cancel any debit or credit cards linked to the stolen account.
• Reset your personal identification number(s).
• Call Police and file a report
• Contact legal services and Adult Protective Services. To find your
local offices, call the Eldercare Locator toll free at 1-800-677-1116
weekdays 9 a.m. to 8 p.m.
• Get to know your banker and build a relationship with the people
who handle your finances. They can look out for any suspicious
activity related to your account.

Resources

• www.AnnualCreditReport.com
• www.Donotcall.gov (1-888-382-1222)
• AARP Fraud Watch: 877-908-3360
• Sign up for Watchdog Alerts
• NYS Attorney General:
https://ag.ny.gov/bureau/consumer-fraudsbureau
• Consumer helpline: 1-800-771-7755
• Adult Protective Services
• NY Connects: 1-800-342-9871
https://www.nyconnects.ny.gov/
• Federal Trade Commission (FTC)
• www.Onguardonline.gov
• 1-877-FTC-HELP (1-877-382-4357).
• Sign up for consumer alerts.

Questions?

Thank you!
Thank you for your time.
If you have any
questions, you can reach
me at:
• info@herzoglaw.com
• 518-465-7581

