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Coronavirus Scams

Over $13.4 Million dollars 

lost

18 million phishing scams

40,000 domain names 

using “coronavirus”



Coronavirus Scams

 Miracle Cures  - be aware of false claims – talk to your doctor, check 
the CDC website

 Be aware of vaccine offers, you cannot pay to skip the line or reserve a 
spot

 Be aware of home test kit offers

 Fake COVID-19 testing sites – take your personal information, which can 
be used for identity theft – check with your doctor, Department of 
Health or local police  for valid testing sites

 Fake Vaccine Scams- both phone calls and email- they ask for 
personal information for identify theft

 Do not post a picture of your vaccination card, scammers can use the 
information from the card and your  post to gather personal 
information for identity theft

 Be sure to turn down pitches for quack COVID-19 cures and treatments



Coronavirus Scams

 Robocalls – illegal sales calls to get 

your money or information – hang 

up!

 Example:  Fake Contact Tracing 

calls

 Legitimate Contact Tracers will not 

ask for money, your bank account 

information or your Social Security 

number. Don’t share your 

Immigration status and do not click 

on links or download anything sent 

by a supposed contract tracer.



Stimulus Payment Website

 Scammers have created copies of the 
official IRS “Get My Payment” site and 
have updated their search engine terms 
so people conducting Google searches 
find these fake sights.

 Some scammers are mailing tax payers 
a bogus check according to the IRS-
then tell the taxpayer to call a number 
or verify it online before they cash it.  

 The IRS will not call you or ask for your 
bank account information.  You can go 
to IRS.gov for any online information 
regarding the stimulus program.  

This Photo by Unknown Author is licensed under CC BY-SA

http://www.progressive-charlestown.com/2011/07/whats-on-line-in-default.html
https://creativecommons.org/licenses/by-sa/3.0/


Stay informed

 Get the FTC’s Consumer Alerts: ftc.gov/subscribe

 Report scams or questionable claims:  
ftc.gov/complaint

 Know the latest on the Coronavirus

Health info: www.coronavirus.gov

COVID-19 Scams: ftc.gov/coronavirus

Federal gov’t response: usa.gov/coronavirus

http://www.ftc.gov/subscribe
http://www.ftc.gov/complaint
http://www.coronavirus.gov/
http://www.ftc.gov/coronavirus
http://www.usa.gov/coronavirus


Scammers

 Be wary of strange texts, calls and emails

 Scammers reach out any way they can, 
including through social media.  Some 
bad actors may even show up at your 
door.

 Be Sure your computer’s antivirus and anti-
malware software is up to date.

 Con artists try to convince you that you 
have a virus or other serious problem 
affecting your computer; just keep in mind 
you so not need to fix a problem that 
does not exist.

 Use extreme caution when payment is 
sought through gift cards,  pre paid 
cards or wire transfers



Amazon Scam

 Scammers call and say they 
are an Amazon employee 
and they want to verify a 
suspicious purchase that you 
did not make

 They offer to transfer you so 
you can file a report with the 
state police and the treasury 
department- all you have to 
do is provide some personal 
data and banking 
information and they will 
take care of the rest.  

This Photo by Unknown Author is licensed under CC BY-NC

http://www.pngall.com/amazon-png
https://creativecommons.org/licenses/by-nc/3.0/


Your Real Friends May be Phony on Facebook

You may receive a note from someone over 
Facebook Messenger, but really it’s a scammer 
who has hacked into your friend’s account.  

The note might contain a link to a legitimate 
looking site that asks you to log in safely from the 
United Nations officials or doctors from the CDC.

 It is fake and if you type in your personal 
information the scammer has it or if you 
download a file it could unleash ransomware that 
locks your computer’s files.

You do not have to delete Facebook or unplug 
our computer- block the person contacting you 
and call your friend to tell them their account has 
been compromised.  

This Photo by Unknown Author is licensed under CC BY

http://www.insidefaccialibro.com/2012/11/facebook-aggiorna-le-app-ios-e-android.html
https://creativecommons.org/licenses/by/3.0/


Sweetheart Scams

You meet someone online, fall in love 

before you ever meet in person (though 

the relationship could lead to meeting in-

person), and they start to ask for money to 

help solve debt problems. This is especially 

bad for those who could be isolated from 

other family members looking for 

companionship, and it also takes aim at 

those who may have recently lost a 

spouse and are in need of personal 

contact.

This Photo by Unknown Author is licensed under CC BY-NC

http://www.pngall.com/romantic-png/download/29812
https://creativecommons.org/licenses/by-nc/3.0/


Counterfeit Prescription Drugs

You may receive advertisements or 

emails letting you know of prescription 

drugs that work just as good and are 

cheaper than they ones you’re paying 

for now. These are, largely, fake. These 

drugs may not even be real, and the 

people behind them are just trying to get 

your insurance information or credit card 

number. 

This Photo by Unknown Author is licensed under CC BY

https://brewminate.com/brain-region-responsible-for-pain-relief-discovered/
https://creativecommons.org/licenses/by/3.0/


Free Vacation

Scammers may use a “free vacation” to 
get money and information from you. The 
“vacation” is advertised as a great deal 
to a popular destination, but the property 
advertised may not be owned by the 
person advertising it or it may not even 
exist. The ad will then ask you to place a 
down payment for the deal, which often 
has a short time limit. When it’s time to 
arrive at the destination, you may come 
to find the property doesn’t look as 
advertised or it may not even be where 
it’s supposed to be. The deal, which 
probably at first glance was too good to 
be true, was never real to begin with. 



Employment Scams

Some elderly people may not 
want to stop working as they 
age. The baby boomer 
generation is looking for work 
past the retirement age for 
health insurance, retirement 
funds, and extra income 
purposes. Scammers take 
advantage of this by offering job 
listings that aren’t real. They use it 
for you to submit an application 
with your social security number 
and other personal information. 

This Photo by Unknown Author is licensed under CC BY-SA

http://www.creative-commons-images.com/clipboard/employment-application.html
https://creativecommons.org/licenses/by-sa/3.0/


Winning Sweepstakes/Lottery

Internet scams can be disguised as winning 
entrees for a sweepstakes or lottery. Bright, loud 
advertisements may pop up on screen saying 
you’ve won a certain amount of money or 
product for helping the website hit a milestone or 
because you were a random lucky winner. This is 
part of a scheme to get you to share personal 
information, like bank account numbers or your 
credit card, to “wire” you the money. They may 
also say you’ll get mailed a check or package, 
and “all you have to do” is put in your credit card 
information to take care of a small shipping and 
handling fee. A good tip to remember on the 
Internet is that nothing is ever free.

This Photo by Unknown Author is licensed under CC BY-SA

https://en.wikipedia.org/wiki/New_York_Lottery
https://creativecommons.org/licenses/by-sa/3.0/


Identity Theft- nearly 60 million 

Americans have been affected 

by identity theft

 Credit card fraud 

(increased over 23% last 

year)

 Employment or tax fraud

 Phone or utilities fraud

 Bank fraud

 Loan or lease fraud

 Government documents or 

benefits fraud

 Consumers reported $905 

million in total fraud losses last 

year
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Are you an easy target for 

identity thieves? How can you 

protect yourself?

 Do not respond to text 

messages that say you have 

over looked an important bill, 

made an unsuccessful 

payment, or they found your 

lost money. 

 Phony Text messages may try 

to impersonate your bank, 

credit union, utility company, 

and a variety of government 

agencies.  
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Protect your credit

Be vigilant about 
protecting your credit

 Three national credit 
reporting agencies, 
Equifax, Experian and 
TransUnion are offering 
free weekly credit reports 
until April 2021.

 Be sure to report any 

inaccuracies that show 
up

This Photo by Unknown Author is licensed under CC BY

https://foto.wuestenigel.com/check-your-credit-report-text-in-notebook-and-dollar-banknotes-on-wooden-table/
https://creativecommons.org/licenses/by/3.0/


How can you protect yourself 

online? 

 Make sure your online 

passwords are strong and 

unique- do not use the same 

password on multiple 

accounts just because it is 

easier to remember

 Do not click on “pop ups” that 

may download your 

information

 Do not let anyone “log into” 

your account via remote 

access unless it is someone 

you trust and have a 

relationship with  
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How Can I Protect My Family 

Members from Scams?

 Frequent check-ins with family members

 Bank accounts – look for unusual activity

 Emails and texts – unknown senders

 Do you have access to financial and other 

information?



How to 

Avoid 

and 

Report 

Scams

Don’t 
buy

Don’t buy anything from 
solicitors over the phone.

Never 
Share

Never share your personal or 
financial information over the 
phone.

Question
Question Companies’ Claims and Motives

If it sounds too good to be true, it probably is.



How to 

Avoid 

and 

Report 

Scams

Check 
your 

computer

Make sure you computer doesn’t 
have a virus.

Monitor
Monitor your bank accounts and 
credit cards. 

Stop calls Get on the Do Not Call List



Listen to us
on Magic 590 AM 

or 100.5 FM

Saturday Mornings
from 

8 am to 9 am

Herzog Law Firm

 Free consultations

 Review your current  plan or 
create a new plan

 Call or email for an appointment

 518-465-7581

 info@herzoglaw.com

STAY CONNECTED


